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The Remote Desktop feature available in Windows 7 allows you to remotely
control your office computer while you are at home or traveling. This application
offers tremendous flexibility by providing access to your office resources, data and
applications when you are off campus. However, using this application does
present additional risk to your computer, institutional data and university resources.
Since Remote Desktop does present additional risks for you and the university, it is
important to follow all the steps in this document. These steps will offer additional

protection to prevent unauthorized access to your computer.



Configure your user account for remote access

*This configuration only can be performed by an Administrator of the computer.

1. E - Control Panel - System

2. Click Remote settings — if there is a User Account Control pop-up warning
“Do you want to allow the following program to make changes to this

computer?” Click Yes.
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View basic information about your computer

Windows edition

Windows T Enterprise

Copyright © 2009 Microsoft Corporation. All rights reserved,
@ Advanced system settings

System

See al

gat Rating: System rating is not available
Action Center ;

Processon: Intel(R) Pentium(R) 4 CPU 3.00GHz 299 GHz

M i Installed memory (RAM): 2,00 GB
_I;arh;nnance Information and System type: 64-bit Operating System

]

Pen and Touch: No Pen or Touch Input is available for this Display




3.

Verify “Allow connections from computers running any version of Remote

Desktop (less secure)” is checked.

| Computer Name | Hardware | Advanced [ System Protection | Remete
Remote Assistance

[] Mllow Bemote Assistance connections to this computer

What happens when | enable Remote Assistance?

Advanced. ..

Remoate Desktop

Click an option, and then specify who can connect, f needed.

) Dont allow connections to this computer

i@ Mlow connections from computers running any version of
Remote Desldop (ess secure)

(7 Allow connections only from computers running Remote
Desktop with Metwor: Level Authentication {more secure)

Help me choose

4. When it is checked, a Remote Desktop window will appear as follows:

Remote Deson e —

This computer is set up to go to sleep or hibemation
when nat in use. While the computer sleeps or
hibemates. people cannot coppect to it remotehr.
To change this setting, go toFower Optionsdin
Control Panel.

Note: You can’t connect to a computer that's asleep or hibernating, so make
sure the settings for sleep and hibernation on the remote computer are set to
Never. (Hibernation isn't available on all computers.) Then click “Power

Options™.



5. Inanew window, please verify that “Balanced (recommended)” plan is

checked and click “Change plan settings”.

' « Aﬂﬁmm-uﬂ}aneﬂtm:s b Pmr{}plm - | Search Control Panel |

Control Panel Home

Require a password on wakeup

Choose what the power button
does

Create a power plan

ﬂ Choose when to turn off the
display

(’ Change when the computer
sleeps

See also
Personalization

User Accounts

Select a power plan

Power plans can help you maximize your computer's perforrance or conserve energy. Make a plan
active by selecting it, or choose a plan and customize it by changing its power settings. Tell me
more about power plans

Preferred plans

i@ Balanced (recommended) IChange plan settings
Automatically balances performance with energy consumption on capable hardware,

{7} Power saver Change plan settings

Saves energy by reducing your computer's performance where possible,

Show additional plans -




6. Click drop-down choice in “Put the computer to sleep:”, choose “Never” and

press “Save changes” button.

Change settings for the plan: Balanced
Choose the sleep and display settings that you want your computer to use.

Q Turn off the display: [Eﬂmmmﬁ

“ Put the computer to sleep: | Never

Change advanced power settings

Restore default settings for this plan




7. Close Power Options window.

Control Panel Home

Select a power plan

Require a passward on wakeup Power plans can help you maximize your computer's performance or conserve
energy. Make a plan active by selecting it, or choose a plan and customize it by

Choose what the power button changing its power settings. Tell me more about power plans

does

Create a power plan Preferred plans

[ Choose when to turn off the @ Balanced (recommended) Change plan settings

display Automatically balances performance with energy consumption on

(’ Change when the computer capalile faiwar,

sleeps .
(7) Power saver Change plan settings

Saves energy by reducing your computer's performance where possible,

Show additional plans @
See also

Personalization

User Accounts

8.  On Remote Desktop window, click “OK” button.

T’ .l: 1

- This computer is set up to go to sleep or hibemation
i when naot in use. While the computer sleeps or

Ta change this setting, go to Fower Optiongin
Control Panel.




9. Click “Select Users...” on System Properties window.

| Computer Name | Hardware | Advanced | System Protection | Remote
Remote Assistance

[ ] Allow Bemote Assistance connections to this computer

What happens when | enable Remote Assistance?

Advanced...

Remote Desktop

Click an option, and then specify who can connect, f needed.

= Dont allow connections to this computer

i@ Mlow connections from computers running any version af
Hemote Desldop fless secure) :

™) Allow connections only from computers running Remote

Desktop with Networs Level Authentication {more secure)

Help me choose Select Users...

J [ Camcel | [ Aoy |

10. On the Remote Desktop Users window, select “Add”

Remote Desop Uses s s s il

The users listed below can connect to this computer, and any members of
the Administrators group can connect even if they are not listed.

[DPLMegoei already has access.

To create new user accounts or add users to other groups, go to Control
Panel and open User Accounts.
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I1.
12.

13.

A new window titled “Select Users or Groups” will be displayed

Look for the field named “Enter the object names to select”

In the empty box, type in the following:
a. dpu\ and your Campus Connect username

b. Example: dpu\testuser

Select this object type:

Select Users or Groups L ! ufm

Users or Groups
From thiz location:

Enter the object names to select (=@mples):

dpu depaul edu Locations...

ldpuitestuser Check Names

ok | [ Cancsl

].:E

14. Press the button “Check Names”, your user name should appear as shown

15.

below

- o
Select Users or Groups. -, = — M

Select this object type:

Users or Groups Object Types...

From this location:
dpu depaul .edu Locations...

Enter the object names to select (examples):

testuser testuseri@dpu depaul edu) é— I Check Names I

Advanced... [ ok ][ cance |

A

Press “OK”.  Note: Your name will appear in Remote Desktop Users

window. Press “OK” on that window and on System Properties window.

Close Control Panel System window.



Verify windows firewall is configured properly for Remote
Desktop

Windows Firewall is a network protection tool in Windows 7. Windows firewall should
already be enabled on your DePaul University host computer. The settings below
should be modified automatically when you enable remote desktop. You may need to
confirm if you are having issues connecting to your computer remotely.

* This configuration only can be performed by an Administrator of the computer.

£

1. Goto - Control Panel

» Control Panel » All Control Panel ltems »

Adjust your computer's settings

P Action Center

ﬁ Backup and Restore

Credential Manager

B Desktop Gadgets

B Display

jﬁ Fonts

& Indexing Options

&2 Keyboard

F Mouse

B Performance Information and Tools
% Power Options

.;‘9 Region and Language

@ Speech Recognition

LI_ Taskbar and Start Menu

E Windows CardSpace

@ Windows Live Language Setting

Click on “Windows Firewall”

{3 Administrative Tools

* BitLocker Drive Encryption
f? Date and Time

ﬂ Device Manager

9 Ease of Access Center

= Getting Started

Internet Opticns

Location and Other Sensors
% Metwork and Sharing Center
! Personalization

ﬁ Programs and Features

™ RemoteApp and Desktop Connections
@ Sync Center
Troubleshoaoting

B Windows Defender

‘a’ Windows Update

! '.S'eard: ontmi Panel — ) e !

View by:  Small icons ~

@ AutaPlay
gl Celor Managernent

a Default Programs
& Devices and Printers
: Folder Options

#d HomeGroup

[&] Java (32-bit)

P Mail (32-bit)

L Notification Area Icons
U] Phene and Modem
ﬁ' Recovery

ﬂ Sound

L1 System

% User Accounts

¥ Windows Firewall




3. Click “Allow a program or feature through Windows Firewall”

Control Panel Hor i i i
cialiabiit Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.

@ Change notification seftings How does a firewall help protect my computer?

@ " Turn Windows Firewall on or What are network locations?
off

@ Restore defaults

® Advanced settings :
' I @ Domain networks Connected @
Troubleshoot my network

o For your security, some settings are managed by your system administrator.

Metworks at a workplace that are attached to a domain

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the
list of allowed programs

Active domain networks: L dpu.depaul.edu

Notification state: Motify me when Windows Firewall blocks a new
program

See also I @ Home or work (private) networks Connected (&)

Action Center
Network and Sharing Center

Metworks at home or work where you know and trust the people and devices on the network

Windows Firewall state: On




4.  Verify that there is a check mark next to Remote Desktop (Scroll down in the

“Allowed programs and features:” )

Allow programs to communicate through Windows Firewall
To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate? [ @Qhagg:setgmgs

o For your security, some settings are managed by your system administrator,

Allowed programs and features:

Mame Domain  Home/Work (Pri... Public  Group Policy =

Microsoft SharePoint Workspace

[ Netlegon Senvice

[ Network Discovery

[ Performance Logs and Alerts

[ Remote Assistance

[J Remote Event Log Management

[J Remote Scheduled Tasks Management

[J Remote Service Management

[ Remote Volume Management

[0 Routing and Remote Access
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[ 5ecure Socket Tunneling Protecol

5. If it has been checked, press “Cancel” button and close Windows Firewall’s
window. However, if it has not yet been checked, do not press “Cancel”

button and please proceed to the next steps.



6. If there is no check mark next to Remote Desktop, press “Change settings”
button to make all options to be available to be checked (otherwise all
options remain grayed out). If there is a User Account Control pop-up
warning “Do you want to allow the following program to make changes to

this computer?” Click Yes.

Allow programs to communicate through Windows Firewall
To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate?

o For your security, some settings are managed by your system administrator.

Allowed programs and features:

Mame Domain  Home/Work (Pri...  Public  Group Policy

Microsoft Cutlook
Microsoft SharePoint Workspace

[ Metlogon Service

[0 Network Discovery

[0 Performance Logs and Alerts

[] Remote Assistance

O Remote Event Log Management

[ Remote Scheduled Tasks Management

[ Remote Service Management

[0 Remote Volume Management
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7. Click on the box next to Remote Desktop and automatically “Domain” and
“Home/Work(Private)” are checked. If the computer is intended to use from

home, the box in “Public” should be checked too.

| <« All Control Panelltems » Windows Firewall » Allowed Programs ~ | #9 Wl Search Controt Panel P

Allow programs to communicate through Windows Firewall
To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate? [ @ Change settings

o For your security, some settings are managed by your system administrator.

Allowed programs and features:

Name Domain Home/Work (Pri.. Public  Group Policy
Microsoft Qutlaok Yes
Microsoft SharePoint Workspace Mo

[ Metlogon Service

[ Metwork Discovery

[ Performance Logs and Alerts

[ Remote Assistance

Remote Desktop

[] Remote Event Log Management

[ Remote Scheduled Tasks Management
(] Remote Service Management
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[ Remaote Volurme Management
[ Routing and Remote Access
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8.  Press “OK” button and close Windows Firewall’s window.

Request a static IP

If you are going to connect to your computer remotely, you need to request a static IP.

1. Go to: https://www.is.depaul.edu/resources/forms/index.asp

2. Click on Static IP Request to submit your request.



